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Helping you piece IT together with enduring solutions

INFORMATION SECURITY ASSESSMENT

Understanding the security posture of your -
organisation and identifying vulnerabilities is the

first step towards protecting the confidentiality,

integrity and availability of critical systems and

data. Your organisation may be vulnerable to

attack not just from the outside but also from the é Ck
inside. The ensuing loss of public trust, failure to Ha
comply with regulatory requirements and/or loss
of critical systems and data can result in severe - "'_‘"

financial repercussions.

Mobiliance can provide a comprehensive
evaluation of your organisation's information
security posture. Our expert consultants will
document findings and provide you with
prioritised recommendations for mitigating the
identified risks as well as to improve the overall
security architecture of your organisation.

OUR METHODOLOGY

Mobiliance’s Security
Assessment begins with
understanding your business
requirements and ends with
providing you with detailed
findings and prioritised
actionable recommendations. A
typical high-level outline will
consist of the following phases:

O Review of business
requirements and goals

O  Review of network
architecture and design

0  Review of system
architecture and design

O  Review of relevant
documentation, e.g. security
policies, contingency plans.

O  Risk and/or threat
identification and
assessment

O Vulnerability assessment
(external and internal)

¢  Data analysis

O  Report and briefing

For more information and a copy
of a sample report outline, please
contact us for a free discussion
on how our services can benefit
your organisation.
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Features

Thorough evaluation of your organisation’s existing network and system
security architecture, policies and processes vis-a-vis business
objectives and requirements.
Assessment of the current level of vulnerabilities of your critical network
and systems infrastructure. We perform this vulnerability assessment
from both within (“internal assessment”) and outside (“external
assessment”) of your IT environment.
= External Assessment — We analyse your IT environment’s
vulnerabilities from outside of your network perimeter (e.g.
firewall). This simulates access from outside sources such as
the public Internet.
= Internal Assessment— Studies have shown that most of the
security violations have occurred from within the corporate
network. We perform a thorough assessment from within your IP
network to simulate access by users operating from within your
internal network.
Interviews with key management and staff members to gain a clear
picture of current security processes (and solutions) as well as
information security requirements and challenges.

Detailed documentation/report with prioritised recommendations and
road map of remediation plan to achieve the required security posture.

Presentation of assessment results and findings in both management
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